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Microarchitecture-level simulation

* Performance models

* Pipeline & hardware description

* Memory elements (arrays,flops)
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template<class InputString, class OutputString>
[=lbool unhexlify(const InputString& input, OutputString& output) {
if (input.size() % 2 != @) {
return false;

output.resize(input.size() / 2);
int j = @;
=) auto unhex = []J(char c) -> int {

return ¢ >= '8’ && c <= '9' ? ¢ - '@’ :
c>= 'A" && c <= 'F' 2 c - A" +10:
c a' +1e :

c> 'a' & c <= "f' 2 c -’
-1;

i

for (size_t i = @; i < input.size(); i += 2) {
int highBits = unhex(input[i]);
int lowBits = unhex(input[i + 1]);
if (highBits < @ || lowBits < @) {
return false;

output[j++] = (highBits << 4) + lowBits;

return true;
b
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RTL simulation

e Accurate RTL model peed ( frun)

RTL GeFIN Ratio
7001 39.1 179

* Slow throughput

: S 3157 239 132
— Small simulation window JEFRE 3421 8 427
— (100K-200K) 1019 3.2 315

874 36 24
B 893 37 41
B

e Hardware

— Hardware layer

observability * RTL model: ARM Cortex-Ag
— CPU as a hardware block Microarchitecture model: Gems Cortex-A9

* A.Chatzidimitriou, M.Kaliorakis, D.Gizopoulos, M.lacaruso, M.Pipponzi, R.Mariani, S.Di Carlo, "RT Level vs. Microarchitecture Level Reliability
Assessment: Case Study on ARM Cortex-A9 CPU”, DSN-w, 2017
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RTL observation points

* Cortex A9 example

IInm

L1 Writeback
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Microarchitecture-level simulation

Choosing the simulator

Flexus

X

Gemsg
GEMS
OVPsim
PTLsim

R\ N x
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Fault Injection Frameworks

* MaFIN: MARSS-based Fault Injector 1
* GeFIN: Gems-based Fault Injector p;

N T e
ARM [SA v
x86 ISA

Cycle accurate
Detailed CPU model
Full system

Active maintenance

Availability of data in v
components

[1] Foutris, et al., "Versatile architecture-level fault injection framework for reliability evaluation: A first report”, IOLTS,2014
[2] Kaliorakis, et. al., "Differential Fault Injection on Microarchitectural Simulators”, ISWC, 2015
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Microarchitecture-level simulation

The Gems Simulator

~d

cemd
Configurable CPU models Functional, In-order, Out-of-order
Pluggable memory system Flexible system design
Device models Real full system modelling
Multiple ISAs ARM, x86, Alpha, Sparc, PowerPC, Mips, RiscV
Boot real operating systems Linux, Android, FreeBSD

MICRO-50, Boston



Gem5 modular scheme

Building the system
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Gem5 modular scheme

Building the system

> >
e e . L 2

Gems Allows high flexibility
on system design models
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Full system microarchitectural

simulation

A simulation consists of the following layers:

* Asimulated full-system

— Detailed CPU microarchitecture
— Peripheral devices

* An operating system
* An application

MICRO-50, Boston 1"



Towards reliability assessment

How to assess reliability?

Given an functional full-system modeling:
analysis

 Statistical Fault Injection

* Analytical methods

METHOD ACE Analysis Statls.tlca.l Fault Analytical
Injection methods

Speed Fast Medium (Adjustable) Fast
Accuracy 1. Low High (Adjustable) ' EVery Low
Complexity ' High Medium Low
= CALOD] MICRO-50, Boston 1




ACE analysis

analysis

e Dead instruction resolution
* Output dependencies

* Complex modifications of simulator
— Effort/Analysis time/Inaccuracy tradeoff

MICRO-50, Boston 13



ACE analysis tradeoff

AVF [ Time
14% 3500
3000
2500
2000

1500

Time (s)

1000

500

HW ACE +LM +DI +RA +BD SFI
Method
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Fault modeling

Transient faults (soft errors)

— Single event bit-flips
Intermittent faults

— Stuck-at bits for a certain period of time
Permanent faults

— Permanently stuck-at bits

Multiple faults - Combined faults
— Cycles

— Bits

— Components

— Models

MICRO-50, Boston
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Fault modeling

Fault description

* Target component

Location (bit granularity)
Model (transient, intermittent, permanent)
Type (bit flip, stuck-at o0, stuck-at 1)

(cycles relative to simulation start)

Duration

MICRO-50, Boston

16



Target components

More than 50 hardware structures can be targeted:
Caches, RAM, Registers, Register Files, Buffers, Queues, etc. (arrays)

Pref

Int FP — Issue queues
—
Reg.
File
Branch target buffers: —
* Bimodal l
* History DTU ITLB
> Selection L1-D L1l

Valid bit and tag of dTLB J

Valid bit and tag of iTLB
Pref

CPU

Register files

Data prefetcher

tags of caches

Data in caches

valid bits

MICRO-50, Boston 17



Fault injection simulation

What happened?

J
>
[=
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Fault effect classification

Fault classes, based on the simulation outcome

e Masked

o Correct output without any abnormality

 SDC (silent data corruption)

o Corrupted output without any abnormality

* DUE (detected unrecoverable error)
o Exception abnormal behavior

 Crash

o Application or System crash

e Assertion
o Simulator failure

* Timeout
o Simulation did not finish within the given time window (3x normal execution time)

MICRO-50, Boston
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Fault effect classification

Simulation

e (Classification flow Result

NO Complete YES
Execution

Assertion . ?
Raised Exceptions:

Execution Corrupt
time >3x output?

Masked

3 CAL@DI MICRO-50, Boston 20




Metrics

* Architectural Vulnerability Factor (AVF)
— Vulnerability metric
— Probability of a fault to corrupt correct operation
ailures In Time (FI7)
— Reliability metric
— Number of failures per 1 billion hours of operation
FIT (per bit) vs Actual FIT
— FIT rate of a component

X#Dits¥X AV F

MICRO-50, Boston 21



Vulnerability estimation

/ . .

| sampling (by experiment) A
: — Multiple :
|  — Classification of each simulation, based on the |
I outcome :
: — Quantify vulnerability by measuring non-masked :
| cases |
'\ Vulnerable cases }
\ AVF = : : /

o Total simulations J

e e e e . . S S EEE T S S S T S S S S . E—— —

Statistical Fault Injection (SFI)

MICRO-50, Boston 22



Statistical Fault Injection

* How many simulations?
* Quantifying statistical sample significance *
of faults (12) is a result of :

— Workload duration (d) i ation (V) = d

— Hardware size in bits (s) nitial population (V) = d X s
(¢)

— Confidence (t) Exp. proportion (p) = 0.5 *

N
N-1

* 2xpx(1—p)

* Leveugle, et. al., "Statistical Fault Injection: Quantified Error and Confidence”, DATE, 2009
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#Fault Injections vs. Error Margin

* For 32K bits, 1B cycles, 997% confidence

70000

60000

50000

40000

30000

20000

10000

0

66347

#Injections

166 205 259 339 461 663 1037 1343
T I : ] Error
10.0% 9.0% 8.0% 7.0% 6.0% 5.0% 4.0% 3.0% 2.0% 1.0% 0.5% Margin
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#Fault Injections vs. Error Margin

For 32K bits, 1B cycles, 99.8% confidence

95493
100000 =

80000 #Injections

60000

40000

23973

6
239 295 373 487 663 955 1492 2653 59/

0 +— vﬁ_vﬁ-vﬁ-v_'-\mm I I Error
10.0% 9.0% 8.0% 7.0% 6.0% 5.0% 4.0% 3.0% 2. OA 1.0% 0.5% Margin
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#Fault Injections vs. Confidence

* For 32K bits, 1B cycles, 1% error margin

25000

20000

15000

10000

5000

23873
* .y
#Injections
16587
*
9604
»
95% 997% 99.80% Confidence

MICRO-50, Boston
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Fault injection simulation

|\Fi|——> Simulation

J
>
[=

MICRO-50, Boston 27



Fault Injection Campaign

/ Fault Generation

= (~ Faultlist S

(30 | .' I I

Y | 1

- | e Simulation I
I

o : Fault : :

(<)) I |

o I

o \ I I

L ~ /

Parsing

y
.

|
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Fault Injection Campaign

/ Fault Generation

N times x Full system simulation

For every fault

Time consuming part

Parsing

3 CALCDI MICRO-50, Boston 29




Injections Throughput Calculation

e Hardware + Software

parameter value

program execution time 1B (109) dynamic instructions
hardware structure 10K bits (reg.file)
simulation throughput 300K instructions/sec
equipment 10 servers

* Injection Statistics

#Injections Fault injection campaign time

957% 5% 384 1.5 day
99% 3% 1843 1 week
99.8% 1% 23,873 3 months
99.8%  0.5% 95,493 1year

MICRO-50, Boston 30



Workloads

* MiBench benchmark suite
— Automotive
— Consumer
— Network
— Office
— Security
— Telecommunication
* Short execution

* Widely used in reliability studies

MICRO-50, Boston 31



Hardware configuration

Examples of commercial microarchitectural
configurations on which GeFIN was applied

Configuration preset Vendor
Cortex A9 ARM
Cortex A15

Chip failure rates (FIT) derived from
hardware structures

MICRO-50, Boston 32



AVF/Fault Effects - Ag

Integer Register file

100%
90%(:IIIIIIIIIIIIIIlIIIIIIIII
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AVF/Fault Effects — A15

Integer Register file
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EE E g EEENEEEENEEREE R
900, EEE] i -
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AVF/Fault Effects - Ag

Integer Rename map

100%
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80% I I I
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AVF/Fault Effects — A15

Integer Rename map
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AVF/Fault Effects - Ag

Data translation buffer physical

100%
90%
80%
70%
60%
50%
40%
30%
O,bq, <<« 690 000 N o‘\’& bQ)o é‘o \QQ’Q) \{9,\{06\&@ 6"’0 @(\o < \’o\(b &oi\ &”o e°0 é{b (&c‘,(\ (boﬁ’ (b(\f’ (b(\? 0%?3‘ &QQ’
& bQC’&;QOQ;&\O ‘0‘\\0&\%{\ ;\\é\ 7O S L e;.’bg\ /&e}/ ‘QQ%Q) S K °
X S & NI\ &

Masked mSDC mDUE m®mTimeout mCrash Assert

MICRO-50, Boston 37



AVF/Fault Effects — A15

Data translation buffer physical
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Reliability assessment

* Technology Raw FIT = 0.001
* 26 hardware components

FIT
1200 1090
1000
800
600
400
200
0 IARM|
A9
= CAL@D] MICRO-50, Boston
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Uses of Fault Injection — Case Studies

* Design exploration

— Microarchitectural attributes / vulnerability
Impact

* Performance studies

— Performance component tolerance
* Differential studies

— Different architectures

* Error Protection evaluation

MICRO-50, Boston 40



Design exploration for Reliability

 Microarchitectural attributes

— Impact on
— Design exploration

e Different size
* Different associativity
* Write back/write through policy

MICRO-50, Boston 41



Cache size

L1 Data Cache across different size (KB) L1 Instruction Cache across different size (KB)
100% -

95% -
90%
85%
80%
75%
70%
65%

60%
T de zue INe Ime 3Ne Ime 3me Ine |
djpeg search‘smooth edges ‘corners sha ‘ gsort | avg ‘ djpeg | search ‘smooth‘ edges corners‘ sha ‘ qgsort ‘ avg ‘
Masked @#SDC '~ DUE OTimeout = Crash © Assert Masked @#SDC '~ DUE 0O Timeout =Crash © Assert

" |ncrease in masked class from 16KB to 64KB
e ~7 percentile points in L1 Data cache
e ~5 percentile points in L1 Instruction cache

u More reliable for smaller sizes:
e 251.1FIT for 16KB L1 Data cache

* 159.4 FIT for 16KB L1 Instruction cache

* S.Tselonis, M.Kaliorakis, N.Foutris, G.Papadimitriou, D.Gizopoulos, "Microprocessor Reliability-Performance Tradeoffs Assessment at
the Microarchitecture Level”, VTS, 2016
MICRO-50, Boston 42



100% 1.
95% '
90% -
85% -
80% -
75%
70% -
65% -

60%

Associativity

-
-
o

ata Cache across different associativity (number of ways)

e 3
SN
2
Z
vy

sha ‘ qsort avg
Assert

edges ‘ corners ‘
DUE OTimeout =Crash

djpeg ‘ search ‘ smooth
Masked @SDC

=  Average trend of Masked category:

L1 Instruction Cache across different associativity (number of ways)

o tlale] Jeolstle! mltlele] leolwlniel ool Jeolstiaulel [eolstlenls] eolstlenls]
sha gsort ‘ avg ‘

Assert

djpeg ‘ search smooth ‘ edges ‘ corners ‘
Masked @ZSDC ' DUE 0OTimeout @ Crash

o almostinsensitive in L1 Data cache (apart from djpeg and smooth)
* ~6 percentile points increase from a direct-mapped to 8-way set associative

L1 Instruction cache

] Most reliable cases observed:

* 346.4 FIT for 2-way set associative L1 Data cache

* 193.6 FIT for 8-way set associative L1 Instruction cache

* S.Tselonis, M.Kaliorakis, N.Foutris, G.Papadimitriou, D.Gizopoulos, "Microprocessor Reliability-Performance Tradeoffs Assessment at
the Microarchitecture Level”, VTS, 2016

MICRO-50, Boston
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Performance Faults Studies

* Capturing performance impact of
speculative performance components

— Branch predictors

— Branch target buffers
— Return address stack

* Use case:
Emulating under-volting on BPU SRAM arrays

MICRO-50, Boston 44



Under-voltage on BPU

BPU

e Tournament BP Global BP 65,536 bits
Local BP 32,768
« BTB 0
Local BPHT 22,528 U
. . Select Comp 16,384 -
Using 14nm F|n.FE'I.' neér-thieshold — B ——
SRAM failure distributions Total 421,888

Voltage Avg. #faults

500 mV 369 K
 Generation of 50 “different” BPUs 525 mV 136 K
* Average number of permanent mv 10 K
faults per voltage mv 198
600 mV 2

* S. Ganapathy, J. Kalamatianos, K. Kasprak, S. Raasch, "On Characterizing Near-Threshold SRAM Failures in FinFET Technology”,
DAG, 2017
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Permanent Faults Performance Impact

JPEG decode benchmark slowdown

Execution Time

Slowdown

50%
40%
30%
20%
10%

0%

-10%

Performance difference

v

CHIP variants
e GO0 MV @520 MV ‘550 mV 575 MV e 600 MV
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Differential studies

* Assess reliability of
— Different microarchitectures
— Different architectures
— Different systems
— Different

* Same programs
* Different probabilities of correct execution

[1] A.Chatzidimitriou, M.Kaliorakis, S.Tselonis, D.Gizopoulos, "Performance-aware reliability assessment of heterogeneous
chips”, VTS, 2017

[2] M. Kaliorakis, S. Tselonis, A. Chatzidimitriou, N. Foutris, D. Gizopoulos,, "Differential Fault Injection on Microarchitectural
Simulators”, ISWC, 2015

MICRO-50, Boston 47



Differential study — CPUs vs. GPUs

* Case study:

— Register file of:
* Xx86-64 CPU
* Cortex Ag CPU
* Cortex A15 CPU
* Nvidia GT200 GPU

MICRO-50, Boston



CPUs vs. GPU - AVF

 Fault effects classes

100%

90%

80%

70%

60%

50%

Register File AVF

- -~ -~ -~ -~
o< G IxTG 2TV IxVG 237
o) o0 o) o0 o0
X X X X X

histogram matrixmul mergesort reduction scalarprod

Masked ' DUE mSDC
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x86-64
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A9
GPU
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ILe>d FILe>
-~ A
o<y 235
o0 o0
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Error Protection Evaluation

* Assessment of protection mechanisms

— Protection
— Performance impact
techniques

* Exploration of different mechanisms

MICRO-50, Boston 51



Error Protection Evaluation

Use case:
e L1

EDC/SECDED ECC
 Transient faults (single/double)

Single transient faults Double transient faults

100% — S
90% ] ]
80%

70%
60%

50%
40%
30%

20%

10%

0%

Unproteted Parity SECDED Unprotected SECDED

Masked DUE mSDC Crash M Timeout M Corrections
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More A9/A15 Components Fault Effects
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AVF/Fault Effects - Ag

L1 Data cache - data

100%
S ITHHITHTRUTIMUH
80%
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50%
40%
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VY AN 9 & O &L Y DO ® OV L 0L Y@ 0 e 9o
P& ¥ S 6\6\' o\‘r(\ F & o\o‘@éb\z SN \\0\ &0 F & L S 7 S P &Q
OQ‘ Q7 @/%\o Y NN N Q7 Q&7 @ @Q}/fbe}/ AR RIS \\\Q R4
L FFE & E Y & R GRS & @ 3 &
® T O ° & § Y

Masked mSDC mDUE m=mTimeout mCrash Assert
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AVF/Fault Effects — A15

L1 Data cache - data

100%
e RV T IR L
80%
70%

60%
50%
40%
30%
Qg)‘bq’ Q& 9@0 90 6{5{90 \§’\\. 9@0 900 S & \{:}3’06\6 9®0 9(\0 & \é}’b &06'\ /660\ 9(\0 c}\(bo ‘05)(\ ’009 ,b(\? & ? QQ,"oé'\' @{bo"e
S 7L F (LS & S E T FFP § & & S
fon {06Q e ®0§\60$ > 9 & & é\é\
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AVF/Fault Effects - Ag

SQ Physical address

100% = B . ] = = = T B = = = = B B EBE - . = I =
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AVF/Fault Effects — A15

SQ Physical address

100% == g = = m 7 = = = = m = = = = m m B - 7 = 5 = =
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AVF/Fault Effects - Ag

ARM|
CortexzA9)

Reorder Buffer PC state field

100%
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AVF/Fault Effects — A15

Reorder Buffer PC state field
100%

il
ST
80%
70%
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